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DISCLAIMER

AGA and EEI disclaim liability for any personal injury, property or other damages of any nature whatsoever, whether
special, indirect, consequential or compensatory, directly or indirectly resulting from the publication, use of or reliance
on AGA or EEI publications. AGA and EEI make no guaranty or warranty as to the accuracy and completeness of
any information published therein. The information contained therein is provided on an “as is” basis and neither AGA
nor EEl make any representations or warranties including any expressed or implied warranty of merchantability or
fitness for a particular purpose.

In issuing and making this document available, AGA and EEI are not undertaking to render professional or other
services for or on behalf of any person or entity. Nor are AGA or EEI undertaking to perform any duty owed by any
person or entity to someone else. Anyone using this document should rely on his or her own independent judgment
or, as appropriate, seek the advice of a competent professional in determining the exercise of reasonable care in any
given circumstances.

AGA and EEI have no power, nor do they undertake, to police or enforce compliance with the contents of this
document. Nor do AGA and EEl list, certify, test or inspect products, designs or installations for compliance with this
document. Any certification or other statement of compliance is solely the responsibility of the certifier or maker of the
statement.

AGA and EEI do not take any position with respect to the validity of any patent rights asserted in connection with any
items that are mentioned in or are the subject of AGA and EEI publications, and AGA and EEIl disclaim liability for the
infringement of any patent resulting from the use of or reliance on its publications. Users of these publications are
expressly advised that determination of the validity of any such patent rights, and the risk of infringement of such
rights, is entirely their own responsibility.

Users of this publication should consult applicable federal, state and local laws and regulations. AGA and EEI do not,
through its publications intend to urge action that is not in compliance with applicable laws, and its publications may
not be construed as doing so.
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Suspicious Activity / Sabotage Prevention Resource Guide

AGA and EEI Security Committees have partnered together to provide a package of suspicious
activity/sabotage prevention resources developed by AGA and EEl member companies related
to behavioral recognition, training, reporting, and other relevant materials.

These documents are for reference only and are not intended to represent best practices on this
subject. The contents of this resource package are detailed below.
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Document 1
Sabotage Vandalism Report Template

One-page template for reporting physical and cyber sabotage

Click here to return to the Table of Contents
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CORPORATE ADMINISTRATIVE PROCEDURE

Reporting Procedure for Damage, Page1of1

PLAN #

Destruction, Physical Threats or Sabotage Rev 2

Appendix 1, Reporting Procedure for Damage, Destruction, Physical Threats or Sabotage Events
to an XXXXXXX Facility

YOUR LOGO HERE Reporting Procedure for Damage,
Destruction, Physical Threats or Sabotage
events to an XXXXXXX Facility

Last Revision Date June 23, 2014

Any suspected or confirmed Damage, Destruction, Physical Threats or Sabotage
events to an XXXXXXX Facility must be reported immediately to the XXXXXXX Corporate
Security Department.

For incidents in STATE call the For incidents in STATE call the
Security Alarm Center at Security Alarm Center at

Any suspected or confirmed Cyber Sabotage Incident must be reported immediately to
the XXXXXXX Service Desk at:

While the details for recognizing and reporting damage, destruction, physical threats and sabotage events to an XXXXXXX
facility are provided inside this document, a thumb-nail summary is :

It is responsibility of Employee, Contractor and Service Vendor to immediately report damage, destruction, physical
threats and sabotage events to an XXXXXXX facility that may include:

e Tampering with or vandalism of infrastructure of electric grid such as transmission towers, poles, transformers,
substation equipment, gas valves, gas take-points, regulator stations, underground storage, telecommunications etc.

e Disrupting the fuel or water supply to a power generation plant or disrupting operations by false or substantiated threats
(bomb, fire, biological hazard, etc.)

¢ Unexplained unlocked facility gates, doors, yard-cabinets or control houses

e Unauthorized people requesting sensitive information (through e- mails, phone calls) about security systems,
operations, software, facility staffing, telecommunications, etc.

e Unauthorized people plugging devices into the data or telecommunications network
e Verbal or written threats targeting security systems, software, operations, or facilities
e  Suspicious packages located at XXXXXXX facilities

e New or unauthorized equipment in the vicinity of the cyber assets

e  Workstations or laptops that start working in uncharacteristic manner

Responsibilities
e Act with safety in mind

e Call the appropriate (Missouri or lllinois) Security Alarm Center

e Unless absolutely necessary for safety, do not to touch, walk through or disturb any type of evidence, until the proper
authorities have arrived on scene to investigate

e Take notes — document who, what, where, when, why and how
e When possible, take photographs

e Also follow your Departmental procedures, if any, for responding to such incidents or events
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Document 2
Sabotage TTX

Sabotage table-top exercise

Click here to return to the Table of Contents
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Document 3
Situational Awareness Training Deck

Field worker safety training slides

Click here to return to the Table of Contents
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The importance of knowing

your surroundings
Situational awareness and de-escalation training
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Safety means being prepared

Your safety and the safety of our contractors and customers is our priority.
So we are committed to training and preparing you to be as safe as
possible.

« Our goal is to provide all employees and contractors with the knowledge they
need to handle those who are hostile or dangerous.

» Field workers are on the frontlines. If a customer is upset, hostile or agitated,
field workers can become the focus of that aggression. To address this issue,
we’ve developed a threat protocol.

« Customer service representatives also deal with hostile and threatening
customers. So an in depth threat protocol system has been established for them
as well.
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* Situational awareness and how
touse it

* Avoidance and the use of
de-escalation skills

* Tools you can use to stay safe
at work and home
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The challenges of personal safety and security

When you’re anywhere where you can be recognized as a employee
or contractor, you could be faced with challenges.

« Customers are angry at the company

« Someone is upset about a disconnection

« A customer is without gas and is feeling slighted

« Someone feeling like you are trespassing on their property

« Aviolent situation that has nothing to do with you or the company, but could
still present danger
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Overcoming challenges with protocol

Threat

Safety

\ 4

Report

* Threat received via phone or in person

 Emergency: get safe; call 911

« Contact local security operations
and report the incident
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Overcoming challenges with protocol

Customer’s account
Is flagged as
Cautionary
Customer.

A 4

Security Specialist
defines service
status, i.e. blocked,
police escort for
service calls.

A 4

Specialist conducts

an investigation and

determines account
status.
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Situational awareness defined

» Understand your environment

 Ask yourself, “What belongs and
what doesn’t?”

* Note if anything has changed or
stayed the same

« Remember that nothing is the same
— Not all people are the same
— Not all situations are the same
— Not all houses and yards are the same

Replace with another employee
photo
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» Get in the right mindset when
Interacting with customers

« Stay tuned in
» Develop discipline around awareness
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https://youtu.be/ubNF9QNEQLA

Improve your awareness

Know what belongs, and what doesn’t
Pay attention to the changes

Notice anomalies

Be proactive

Look Think Act
What is happening? What will happen next Identify a hazard
and how will it affect me? then act upon it
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“The only real valuable thing is intuition.”
—Albert Einstein

 Intuition
 Instinct

* Funny feeling
« 6t sense

» Gut feeling

« “Spidey” sense
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1. Know the area or residence
INn advance

Survey the area prior to parking
Park smart

Pay attention to your approach
Position yourself strategically

S T

Look and listen
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* Clinching fists
» Tightening of jaw
« Sudden change in body language

« Sudden change in vocal tone
or volume

* Pacing

« Fidgeting

« “Rooster stance”
* “0-60"
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| earn from real-life situations

« Tech approached a residence and was told by a subject on the porch not to come
any closer. The tech hesitated. The subject became intimidating and sternly told
the tech he was interrupting his business and not to come back. Observing his
body language, and noticing his voice change from a normal tone to a stern voice,
the tech became concerned for his safety and left the area.

« Supervisor received a complaint and upon responding to speak with the
customer, the customer began screaming and cursing at the supervisor; blaming
I for her water leak. During her verbal abuse, two males exited the same
residence and also began cursing at the supervisor.

« Tech informed the customer of leaks and that service could not be restored. The
irate customer blocked the door and told the tech that he wasn’t leaving until
service was restored. Tech told the customer he had to get his phone from his
vehicle to contact his supervisor; the customer allowed him to pass. Once outside,
the tech entered his vehicle and fled the area.
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e Use names

« Listen

» Avoid cliches

* Be nonjudgmental

e Continue to reassess the situation In
order to respond effectively

Replace with another employee
photo
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Improve your de-escalation skills

* Always be in control of yourself.

Appear calm. Relax your facial muscles. Use a low monotonous tone. Do not
be defensive. Be respectful. Do not smile or touch.

« Be aware of your physical stance.

Stay at the same eye level. Allow extra space between each other. Stand at an
angle, not full front to the subject. Do not maintain constant eye contact. Do not
point or shake fingers. Keep hands out of pockets.

 Have a de-escalation discussion.

Calmly bring the situation down to baseline. Do not answer abusive questions.
Explain limits and rules. Be empathetic. Do not ask how a person is feeling or
analyze their feelings. Do not argue or try to convince.
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https://youtu.be/4jYO7EFfYV8

Learn from the experts
Dr. Christian Conte: How to de-escalate someone

* Validate.

Acknowledge and recognize how the person feels. No one is right or wrong about
how they feel; they have a right to feel how they do. Validate that they actually
feel heard.

« Help people find options.

We all have choices. Help people explore their options. Anger leads to seeing only
what they’re focused on; help them widen their perspective and see beyond the
problem so they can understand their options.

* Allow for choice.

Help people recognize their freedom of choice and that you will respect what
they choose.
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https://youtu.be/CEYoXMfnlXI

Be prepared for challenges

Distractions

Complacency
Normalization of deviance

Tunnel vision

Quote from Culture of Safety (Duke University Medical Center):

“System flaws set up good people to fail. 80% of errors are
system induced. People often find ways of getting around
processes which seem to be unnecessary or which impede the
workflow. This is known as normalization of deviance.”
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Escape when needed

« Avoid a violent or threatening customer as soon as you see the danger signs

* You have permission to retreat. If you don’t feel safe, leave

» Use de-escalation to get out

« Remain calm, control your own behavior and use non-threatening body language
 If threatened with a weapon or assaulted, get to safety and call 911

* Once safe, contact your supervisor, then your local Security Operations Center
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Document 4
Incident Reporting

Workforce incident reporting training slides

Click here to return to the Table of Contents
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Incident Reporting
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Incident Reporting-Why we need incident reports:

The purpose of an incident report is to document and track workplace incidents.
Why is this important?

« Events can identify issues or patterns that might easily be resolved by analysis of
data
* The incident report serves as an official record of events,

« We have documentation which can be used for any follow up investigation
involving criminal activity, or other internal matter

Any event relating to the security of employees, its facilities or
criminal activity should be reported to Corporate Security. Corporate
Security will document the incident on an incident report form and
conduct a follow-up investigation if needed.
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Incident Reporting

Suspect Information
Name: | Race fSex: | DOB:
Address: | Phone Mumber:
HGT: WGT: [ Build: [ Eyes: [ Hair:

Clothing:
Account Information:

Property Information
Brand: [ Madet: [ serial #:

Property Description:
Color: | Quantity: | Value:
Owner:

Vehicle Information
Year: Make: Model: | Type:
Color: Plate MNo: | Plate State: | Plate Year:
VIN: ) Vehicle Number:
Vehicle Owner:
Describe Damage:

Narrative

Approval Process
Prepared by: Employ i
Reviewed by: Employee Number:
| Approved by: Employee Number:

Resolution of the Incident |
Status: [ Approved for File? | Referred to LEA: |
Corporate Security Approval: | Date [Time: |

:
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Incident Reporting-Methods of Reporting

Contact the appropriate Security Operations Center by phone
or emaill:
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mailto:alasecurity@spireenergy.com
mailto:GulfSecurity@spireenergy.com

Incident Reporting-Methods of Reporting

In cases where the confidential hotline reporting procedure may need to be

followed, use the email address or call
toll free
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http://www.reportlineweb.com/LACLEDEGROUP

Incident Reporting

What should be reported?

» Assaults
* Threats
* Robbery
* Thefts

» Suspicious Person(s)
« Auto accidents

» Sick Case

» Accidental Injuries
« Workplace Violence
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Document 5

Intelligence Requirements
v2020

Template on collecting threat intelligence

Click here to return to the Table of Contents
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Document 6
|dentifying Unusual Behavioral Utility A

Guide for identifying suspicious or unusual behavior in the workplace

Click here to return to the Table of Contents
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|dentifying Unusual Behavior

Overview

Some high profile incidents have brought many security issues to the forefront of management concern.
Reception personnel or anyone that has to deal with the public as the “face” of a company provide the
first line of security for a location, and it is the intention with this information to provide personnel that
interact with people from outside of their location with some knowledge that they require to safely
perform their duties.

As a general rule, all persons approaching the reception area will be much easier to deal with if you start
by making eye contact, smiling and begin the conversation with an appropriate ‘seasonal’ greeting.
Remember, no one likes to be ignored. All visitors should sign in and out, and be escorted by the person
they are visiting.

|dentifying Unusual Behavior

It is important that you develop a sense of what is normal behavior exhibited by persons arriving in your
location. You should ‘benchmark’ normal arrival routines and compare new arrivals’ behavior against
your ‘benchmark’. Most individuals visiting your location for the first time will pause briefly in the
doorway, look for the reception area and then walk towards it, or they will walk directly to the desk
without pausing. Visitors who are confused, or who have arrived early for an appointment, will normally
approach the desk after eye contact has been made with him or her. People who do not approach the
desk after eye contact has been made should be kept under close observation.

e These individuals may be waiting for an opportunity to ‘tailgate’ (follow someone through an
access control point) into the office.

e Watch to see if they are looking for security devices such as door-release switches, locks and
cameras.

e Suspicious or potentially violent visitors may also spend time evaluating escape routes, looking for
a hiding place, or searching for a ‘weapon of opportunity’

If their behavior is suspect, call for assistance.

It is expected that when visitors approach your desk you will be engaged in conversation for a brief
period of time. This is acceptable to a point. If the discussion becomes unfriendly, focuses heavily on the
‘business’ or an employee(s), or certain controversial aspects of company operations, you must
immediately end the conversation. If you cannot end the discussion after two or three attempts and the
situation becomes threatening, call for assistance and do not grant anyone access into the office area
until the problem has been resolved. However, NEVER place yourself in harms way to prevent action of
a violent or armed individual(s). Personal safety is always of utmost concern. If you must allow access to
someone, let him or her through and dial 911.

People will often loiter by your desk while waiting for an employee or admittance. You should politely
direct them to have a seat while they wait. If they choose not to sit down, it may be because they are
interested to see what is on your desk. Therefore, it is very important that proprietary information,
indeed all company-related matters, be kept out of sight. Try to maintain a tidy work area. Keep
confidential material in a file folder or a locked drawer when not in use. Individuals may also be trying to
see what type of security devices you have, where they are located, and how they operate.
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Observe where people sit once they have interacted with you. Most business persons will sit near a
telephone, if they do not have one of their own, or pick-up reading materials such as a Company
Brochure. Sitting by a window that offers an interesting view or direct sunlight is also a popular spot to
wait. You should be aware of individuals who sit very close to entrance/emergency exit doors or who sit
out of view of the reception desk. During inclement weather, watch for people who do not remove their
coat, hat, gloves, if applicable, while they are waiting, especially if it is for a long period of time. If you
get an uneasy feeling from some of these visitors, discreetly call for help and delay their entry.

Angry People

During the course of your duties, you may occasionally encounter angry people. The following section is
designed to help you understand the different levels of anger and to assist you in determining if the

person is a real threat.

Stage 1: Anxiety

Defined as a ‘noticeable
change in behavior, an
involuntary reaction or
response to something that
happens’. Some external
changes triggered by anxiety
are:

Stage 2: Verbal Aggression

In order not to injure
him/herself, an angry person
will attempt to ‘win’ through
the use of words and/or body
language. Some external
changes to watch for are:

Stage 3:
Aggression/Assault/Imminent
Danger

External changes to watch for
are:

e A flushed face

e Body twitching

e The appearance veins

e Sweating

o Twitching lips

e Head down

e Minimal eye contact

e Pacing

e Shallow breathing

e Adry mouth

e Frowning or twitching
eyebrows

e Little verbalization

e Excessive fidgeting with

Anxiety is triggered by:

e Frustration or anger

e The loss of control

e The receptionist’s body
language, tone or
demeanor

e Athird party

e Depression

eyeglasses, rings, pen, etc.

e Ared face

e Standing as tall as possible

e Lips tightly pursed

e Hand waving and finger
pointing

e Clenched fists

e Direct, prolonged eye
contact

e Deep and rapid breathing

e Person moves into your
personal space (e.g., closer
than three feet)

e Excessive salivation

e Belligerent

e Cursing and yelling

e Eyebrows frowning

e Fists pounding on your
desk or on the walls, etc.

e Stamps feet or kicks
nearby objects

e Head and shoulders are
back

e Shoulders are square

e Face turns white

e All verbalization stops

e Lips tighten over the teeth

e Breaks eye contact and
begins to focus on a ‘target’

e Very deep and rapid
breathing

e Forehead creases and

eyebrows furrow

Head is down

The shoulders begin to shift

Person changes their stance

Bobbing or rocking

¢ No movement at all
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e The feeling of being
cornered

When dealing with anxious people, give them proper space, correct eye contact and non-
confrontational facial expressions or posture. Listen carefully and use supportive, verbal
communication. Introduce yourself, use your first name, and try and use their first name as often as
possible. Avoid using the word ‘you’ when talking to them. If you do not understand something they
have said, ask them to repeat it clearly. Try and use the word ‘we’ (e.g., “We will be happy to assist
you.”).

Eye Communications

Break eye contact when you speak, but maintain eye contact while the angry person is speaking.
Messages you may receive from the angry person’s eyes are:

e Pupil size getting smaller, this means the person is getting angrier

e Person sizing you up

e Eyes jerking/darting

e Eyes looking around for possible access/escape routes, or for a ‘weapon of opportunity’
e Eyes glazed, empty, or looking through you

e Eyes widening in fear

e Eyes glistening, ready to cry

e Eyes continually glancing at a target

Your ‘Sixth” Sense

The most important safety asset we have is our ‘sixth’ sense. Our five normal senses — sight, hearing,
smell, taste and touch — combine to produce our ‘sixth’ sense. The ‘sixth’ sense is the ability of our
subconscious mind to detect danger by responding to stimuli that our conscious mind may not be able
to recognize or articulate.

Persons who can be exposed to potentially hazardous situations must be prepared to listen to their
intuition or ‘sixth’ sense. Although it may not be apparent at the time, signals from the ‘sixth’ sense are
always based on something (e.g., “That sports bag looks very heavy, or “That man is not making eye
contact.”). The ‘sixth’ sense picks up signals and analyzes them faster than we can do consciously.
Intuition is a survival mechanism of the unconscious mind and as such, always has your best interest at
heart. It will not tell you to put yourself in a dangerous situation.

Our ‘sixth’ sense speaks to us in many ways. Some of the warning signs of the ‘sixth’ sense are:
Physically

e Acidic taste in the back of the mouth. This is caused by the ‘fight’ or “flight’ reflex sending blood
from our vital organs to our arms and legs.

e Hair-raising on the back of the neck and arms

e Quavering voice
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Accelerated heartbeat

Shallow, rapid breathing

Feelings of fear, discomfort and/or panic

Nagging feelings

Resistant thoughts

Humor (e.g., “l am leaving before that bomb goes off.”)
Wonder (e.g., “l wonder what is on his mind?”)
Anxiety Curiosity (e.g., “What is in that bag? It looks really heavy!”)
Hesitation

Suspicion

Apprehension

Fear
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Document /
Susp Activity, Threat and Sabotage

Reporting
A process flow chart that illustrates the reporting process, key contacts, and response

activities

Click here to return to the Table of Contents
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Susp Activity Recognition CBT Utility A

Training slides for field employees on how to identify suspicious behavior

Click here to return to the Table of Contents
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1.1 Reporting Suspicious Activity

1.2 CBT Instructions
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1.3 Course Completion

1.4 Purpose
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1.5 Purpose - continued

1.6 Objective
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1.7 Who to Contact

1.8 Potential Aggressors

Restricted Distribution — Sensitive Commercial and Security Information For the Use of AGA and EEl Members Only
Printing, Downloading, or Distribution Outside AGA and EEI Member Organizations is Strictly Prohibited



1.9 Objectives of Potential Aggressors

1.10 Aggressor Objective - Intentional Damage to a Facility
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1.11 Aggressor Objective - Obtain Operational Information

1.12 Aggressor Surveillance - Planning
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1.13 Process of Planning an Attack

1.14 Surveillance Objectives
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1.15 Physical Security

1.16 Facility Access Procedures
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1.17 Physical Facility Layout

1.18 Facility Operations
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1.19 Secondary Targets

1.20 Surveillance Positions
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1.21 Counter Surveillance Positions

1.22 Sabotage Awareness
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1.23 Sabotage Awareness - continued

1.24 Suspicious Behaviors
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1.25 Performance Changes

1.26 Behavior Changes
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1.27 Signs of Attack

1.28 Reporting - Your Responsibilities
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1.29 Reporting - Your Responsibilities

1.30 Time for Quiz
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