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DISCLAIMERAND COPYRIGHT

The American Gas Association’s (AGA) Operations and Engineering Section provides a forum for industry experts to bring their collective knowledge together to improve the state of the art in the
areas of operating, engineering and technological aspectsof producing, gathering, transporting, storing, distributing, measuring andutilizing natural gas.

Through its publications, of which this is one, AGA provides for the exchange of information within the natural gasindustry and scientific, trade and governmental organizations. Many AGA
publications are prepared or sponsored by an AGA Operations and Engineering Section technical committee. While AGA may administer the process, it does not write the document and neither
AGA nor the technical committee independently tests, evaluatesor verifiesthe accuracyof anyinformation or the soundness of any judgmentscontainedtherein.

AGA disclaims liability for any personal injury, property or other damages of any nature whatsoever, whether special, indirect, consequential or compensatory, directly or indirectly resulting fromthe
publication, use of or reliance on AGA publications. AGA makes no guaranty or warranty asto the accuracy and completeness of any information published therein. The information contained
thereinis provided on an “asis’ basis and AGA makes no representationsor warrantiesincluding any expressed or implied warranty of merchantabilityor fitnessfor a particular purpose.

In issuing and making this document available, AGA is not undertaking to render professional or other services for or on behalf of any person or entity. Nor is AGA undertaking to perform any duty
owed by any person or entity to someone else. Anyone using this document should rely on his or her own independent judgment or, as appropriate, seek the advice of a competent professional in

determining the exercise of reasonable care in any given circumstances.

AGA has no power, nor does it undertake, to police or enforce compliance with the contents of this document. Nor does AGA list, certify, test or inspect products, designs or installations for

compliance withthis document. Any certification or other statement of compliance is solely the responsibility of the certifier or maker of the statement. Anyreference totrade names or specific
commercial products, methods, commodities or services in this document does not represent or constitute an endorsement, recommendation or favoring nor disapproval, disparage or disfavoring

by AGA or any other person of the specific commercial product, commodity or service.

AGA does not take any position with respect to the validity of any patent rights asserted in connection withany items that are mentioned in or are the subject of AGA publications, and AGA
disclaims liability for the infringement of any patent resulting from the use of or reliance on its publications. Users of these publications are expressly advised that determination of the validity of

any such patent rights, andthe risk of infringement of such rights, is entirely their own responsibility.

Users of this publication should consult applicable federal, state and local laws and regulations. AGA does not, through its publications intend to urge actionthat is not in compliance with

applicable laws, and its publications may not be construed as doing so.

Changestothis document maybecome necessary from time totime. If changesare believed appropriate by any person or entity, such suggested changes should be communicated to AGA in writing
and sent to: Operations & Engineering Section, American Gas Association, 400 North Capitol Street, NW, Ste. 450, Washington, DC 20001, U.S.A. Suggested changes must include: contact
information, including name, address and any corporate affiliation; full name of the document; suggested revisions to the text of the document; the rationale for the suggested revisions; and

permission touse the suggested revisions in an amended publication of the document.
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Scope and Objectives

This informationis intended to be used as an educationaltooland leverages AGAs technical paper, “Leading
Practices to Reduce the Possibility of a Natural Gas Over-Pressurization Event” Case studies are highlighted to
help with identification, prevention, mitigation and measurement of risks within the context of gas pressure
regulating station operations.

The target audience for this guidance document is those involved in the design, operation and maintenance of
pressure regulating stations.

The objectivesinclude:
o ldentifying and describing key risks that exist at gas pressureregulationstations
° Discussing approachesto effectively manage these risks
> Proposingkey performanceindicatorsthatcan be used to help with improving risk management

Note: The terms “process safety management’ and “PSM,” as used throughout this document, refer to the

systems used to manage process safety within an organization. They do NOT refer to a specific regulation
(suchas 29 CFR1910.119in the United States).
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https://www.aga.org/contentassets/1e4dac45c7e94177a033844a6a90a109/leading-practices-to-prevent-over-pressurization-final.pdf

Risk Assessment

* Risk: “How likely is it that something bad could happen, and how bad could it be?”

* Risk is calculated as a function of consequence severity and the likelihood of occurrence.

* Risk s calculated for each individual hazardfor individual risk receptors and can be summed to
determine total risk.

Risk . x
w1 Consequence Likelihood




Why is Risk Assessment Important?

Risk assessments help toidentify areas where the pipeline may
be at risk of a catastrophic failure which could result in
undesirable consequences for the companyand put the public
safety at risk.

Risk assessmentsprovide a systematicapproach to identifying
these risks and enable a structured analysis to identify the most
effective risk reduction and management methodologies to bring
the pipeline safety risk to within an acceptablelevel.

The risk assessment process is the heart of both the process safety
and the pipeline safety management systems because if you do not
know what your risks are, it is very difficult to manage them.
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Hazard vs. Consequence

HAZARD CONSEQUENCE

A condition or property that has the potential for Damage or harm caused to a receptor.
causing damageor harm.

Examples:
Examples: > Health impacts— e.g., fatality
> Toxicity > Environmentalharm—e.g., water
> Flammability contamination
> Explosivity > Reputationdamage—e.g., making the localnews
° Live electrical equipment > Systemand/or equipment damage
> Heavy/fast-moving parts or objects
> Sharp edges
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Hazard Scenario

To assess risk, first identify the hazard for which we will build a scenario.

> Hazard Scenario: The situation that has the potential to cause harm or damage to people, property or
the environment.

A hazard scenario is initiated with a fault or cause.

> Cause: The initiating event that started the hazard scenario. The three major types of causes include
equipment failure, external events, and human factor failures.

To prevent a scenario from escalating to its worst possible consequence, a number of safeguardsare
accounted for.

o Safeguards: Active or passive engineering or administrative controls that reduce the probability or
the consequences associated with a hazard scenario.
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Bowtie Diagram

One way to show the relationship between cause, safeguard, event, and consequence is to use a bowtie
diagram. The bowtie provides an overview of the hazard scenario.

Cause 1

Safe uard 5Conse !
Safeguard 1 Safeguard 2 Safeguard { . :

m_ safeguard Ga Conseq.2

Saf d 7gmSaf d S C .3
Safeguard 3 s SlIRE EE]

The bowtie can then be used to assess the risk of potentially undesirable consequences and events for

the analyzed assets. It canalso be used to identify risk management and reduction strategies to help
reduce the probability or severity of potential undesirable consequences.
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Key Performance Indicators

The process safety and risk management performance of a company is measured using Key Performance
Indicators (KPI). Each company typically defines its own KPI but selecting the right metric can be a challenging
task.

KPIs fall under one of two categories:

> Leading Indicators: A forward-looking set of metrics which indicate the performance of the key work
processes, operating discipline, or protective barriers that prevent incidents. They are designed to give an
indication of potential problems or deterioration in key safety systems early enough that corrective action can
be taken to prevent an incident. [Adapted from API RP754]

> Lagging Indicators: A retrospective set of metrics that are based on incidents that have already occurred and
can indicate potential recurring problems. [Adapted from APl RP754]
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Example Case Studies

The following set of slides review case studies that are intended to provide ideas on risks that have
materialized in gas regulating stations and the approaches that can be taken to identify assess, address
and measure these risks. These are explored using the bowtie methodology.

While only three examples are analyzed indepth, additional examples are included in the appendix
for your reference <here>.

Preventative Mitigative

Cause 1
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Case Study Format

Please note that each case study is nhot meant to be comprehensive in nature.

Hazard Scenario describes the situation that has the potential for causing damage to people, property or the
environment. In this training program, we are focusing on the potential to cause safety consequences.

Cause explains the initiating event that started the hazard scenario. There are three major types of causes:
equipment failure, external events, or human factor failures. Specific examples of these types are shown.

Safeguards identify active or passive equipment controls or administrative controls that reduce either the
probability or the consequences associated with a hazardscenario.

Recommended Leading Key Performance Indicators (KPI) suggest metrics that could provide performance
information and give an organizationtime to take corrective action before a potentially catastrophic event
occurs.
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Case Study #1

Hazard Scenario: Gas pressureregulating station’s working regulator fails open due to equipment-related
failure and allows higher pressure gas to flow into downstream piping with the potential to have a gas release
and possible ignition.

Cause:Singular Event-Equipment failure

Safeguards:
> Use of in-line monitor regulator that controls pressure upon failure of the primary controlregulator.
> Use of relief devices that vent excess gas pressuretothe atmosphere.

> Use of automatic-shutoffdevices, such as positive shut-off valves or fail-close regulatorstointerrupt the
supply of gas.

> Deployment of signaling devices that notify operating personnel of equipment failure or abnormal
operating conditions (AOCs).

> Use of telemetry and transducers that are monitored remotely with corresponding alarm set points.
Recommended Leading Key Performance Indicators (KPl):

> % of regulators with on-time completion of theinspection, testing,and maintenance.

> % of regulators with deferred maintenance.

> Number of stations with no remote pressure monitoring.

> Number of stations where asingle failure can result in over-pressurization.
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Case Study #2

Hazard Scenario: Gas pressure regulatingstation’s regulator fails opendue to pressure regulator beingforced to remainopen
by external mechanical means (ice accumulation, flood, debris, wildlife) with potential for release ofgas andignition.

Cause: Several External Events (foreign material preventing correct o peration)

Safeguards:
> Use of in-line monitor regulator that controls pressure upon failure of the primary control regulator.
> Use of pressure relief devices that vent excess gas pressure to the atmosphere.
o Use of automatic-shutoff devices, such as positive shut-off valves and fail close regulators to interrupt the supply of gas.
> Deployment of signaling devices that notify operating personnel of equipment failure orabnormal operating conditions
(AOCs).
> Use of telemetry and transducersthatare monitored remotely withcorrespondingalarmset points.

> |Inspectionand cleaningof pressure regulation stations before returningto service or on theindication of non-operability or
as weather conditions improved.

Recommended Leading Key Performance Indicators (KPl):
> The time between discovery andinspection/remediation.

° The number of stations with no remote monitoring (pressure, regulator, or valve position).

° Number of stations where asingle failure can result in over-pressurization.

Number of stations per year wherea regulator was foundto be compromiseddue to external means.
Number of regulator failuresreported by a third party.
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Case Study #3

Hazard Scenario: Gas pressure regulatingstation’sregulator fails open dueto external firearound the pressureregulator with
potential forrelease of gas and ignition.

Cause: External Event (Fire)

Safeguards:

> Use of in-line monitor regulator that control pressure uponfailure of the primary control regulator. Separate layers of over-
pressure protection so that a single fire cannot compromise all layers of over-pressure protection.

o Use of pressure relief devices thatvent excess gas pressure to the atmosphere.

> Use of automatic-shutoff devices, such as positive shut-off valves andfail close regulators to interrupt the supply of gas.

> Deployment ofsignaling devices that notify operating personnel of equipmentfailure or abnormal o perating conditions (AOCs).

> Use of telemetry and transducers thatare monitoredremotely with correspondingalarmset points.

° Inspection of pressure regulator stations and combustible material removal.

Recommended Leading Key Performance Indicators (KPI):
° The time between discovery andinspection/remediation.

> The number of stations where asingle failure can resultin over-pressurization.
> Number of stationinspections completed ontime.

> Number of stations that do not have an adequate separation between over-pressure protectiondevices to prevent a single point of
failure froman external fire.

> Number of remediations outstanding to minimize exposure to externalfires.
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Concluding Remarks

This information was meant to raise your awareness of the importance and usefulness of risk assessments
in quickly communicating and identifying risks of your pipeline assets.

It was also intended to:
° |ldentify and describe key risks that exist at gas pressure regulatingstations
° Discuss approachesto effectively manage these risks
> Propose key performance indicatorsthatcanbe used to help with improving risk management

The value of this information comes from the discussions you will have with your colleagues and peers on the
types of risks that exist in your business and the effectiveness of measures in place to manage them. Risk
Management is a team initiative, and it takes everyone to make it work.

American Gas Association



Appendix

American Gas Association




Case Study #4

Hazard Scenario: Pressure relief device fails due to blockage (debris, ice, water, closed valve) in the outlet resulting in
no pressure relief capacity duringan overpressure event with the potential for release of gas and ignition.

Cause: External Event (foreign material preventing correct operation)

Safeguards:
° Inspectionandtesting of pressurerelief devices.

> Useofdrainholesin the discharge piping.

> Useof screens overthe outlet of the discharge piping.

> Establishing capability to lock the isolation valve positions.

> Dischargereactive forces controlled to preventinlet piping from pinching off.

° QOperational controls —Pressurerelief device isolation valves arelocked in the open position.

Recommended Leading Key Performance Indicators (KPI):
> % of pressurerelief devices inspected.

° % ofinspected pressurerelief devices with blockage.
° Number of outstanding pressurerelief outlets not remediated to preventice or debris build-up.
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Case Study #5

Hazard Scenario: Pressure sensing instrumentation signal failing from external event causingsignal output failure
(disconnect at instrument or transmitter, communicationline break) resulting in either over-pressurization or gas release.

Cause: External Event (Communication interruption)

Safeguards:
° Barricades (fencing, Jersey barriers) around pressuresensinginstrumentation and regulators to protect
communication equipment.
> Minimize instrumentation communication (tubing, wiring) length.
> Ensureinstrumentation communication is contained within barricaded areas, hardened (buried) and/or clear line of

sightfor telecommunications.
> Inspectionof pressuresensinginstrumentation, status of barricades, and communication protections.

o Testingthe continuity of pressuresensinginstrumentation.

Recommended Leading Key Performance Indicators (KPI):
° % ofinspectionsdone on time.
° % of equipment testingdone on time.
° Number of reported equipment failures due to loss of signal.
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Case Study #6

Hazard Scenario: Gas pressureregulatingstationreceives high-pressuregas from upstreamsupplythatresultsin over-
pressurization ofthe downstreampipelinewith potential forreleaseof gas and ignition.

Cause: External Event (upstream/supplierproblem)

Safeguards:

° Use of pressure sensing device, pressure control regulator, alarms and piping design matches supplier’s design at the
interface with supplier.

> Use of automated alarmand shutdown of the overpressurized suppliet

° Ensure pressure regulator station design incorporates overpressure supply in design (piping MAOP regulator pressure
differential capacity, etc.).

° Isolation of supplier during an overpressure event or manual pressure control duringan overpressure event.
Communication with supplier about overpressurizedsupply and actions.

° Trainingofscenario.

Recommended Leading Key Performance Indicators (KPI):
> % of overpressure trainingscenarios testedon time.
° % of instrument and alarm tests completed on time.
> Number of completed emergency plans testedvs. planon upstream supply abnormal conditions.

° Numberofreported MAOP exceedancesat various gradients.
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Case Study #7

Hazard Scenario: Avehiclestrikes aboveground pipingorsensingor control line at the pressure regulating station

causing certain types of regulators to potentiallyfail open and allows higherpressuregas to flow into downstream piping
with thepotential to havea gas release and possibleignition.

Cause: External Event

Safeguards:

> Bollards or guard rails protect any above-ground portions of pressure regulator stations.

> Monthly visual inspections of stationequipment.

° Useofin-line monitorregulatorthatcontrol pressure uponfailure of the primary control regulator.

o Useofrelief devicesthatvent excess gas pressure to the atmosphere.

° Use ofautomatic-shutoffdevices, such as positive shut-off valves and fail close regulatorsto interrupt the supply of
gas.

> Deployment of signalingdevices that notify operating personnel of equipment failure or abnormal operatingconditions
(AOCs).

o Useoftelemetryand transducers that are monitoredremotely with corresponding alarm set points.

Recommended Leading Key Performance Indicators (KPI):
> Number of stations where asingle failure can resultin over-pressurization.
> Number of stations without bollards or guardrails.
° Numberofreported externaldamages to above-ground pipingor controllines.
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Case Study #8

Hazard Scenario: A 3rd party damagesasensingorcontrollineata pressure regulatingstationcausingcertaintypes of regulatorsto potentiallyfail
openand allows higher pressure gas to flow into downstream piping with the potentialto have a gasrelease and possible ignition.

Cause: External Event

Safeguards:
> Dig safe process for markoutsand company personnel onsite when 3rd parties are excavating nearby pressure regulator stations.

> Signage posted at the regulator station withthe local Gas Control phone number advising Contractors and the public to call before they dig.

> Using independent/separate control and sensing lines for each regulator and lines are kept within a vault or protected area.

> Monthly visual inspections of station equipment.

> Use of in-line monitor regulator that control pressure uponfailure of the primary control regulator.

o Use of relief devices that vent excess gas pressureto the atmosphere.

> Use of automatic-shutoff devices, such as positive shut off valves and fail close regulators to interrupt the supply of gas.

> Deployment of signaling devices that notify operating personnel of equipment failure or abnormal operating conditions (AOCs).
> Use of telemetry and transducers that are monitored remotely with corresponding alarm set points.

> Add marker balls to existing below-grade sensing equipment to enhance locating accuracy.

> Record and retain the as-built location of underground communication equipment with facility records.

RecommendedLeading Key Performance Indicators (KPI):
> Number of Dig Safeviolations.

> Number of stations where asingle failure can result in over-pressurization.
> Number of stations with single control or sensing lines for multiple regulators.
> % of stations with non-locatable below-grade sensing equipment.
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Case Study #9

Hazard Scenario: Operatorinadvertently putsvalveto asensingorcontrollineata pressure regulatingstationin the wrongposition causing
certaintypes of regulatorstopotentially failopenandallows higher pressure gas to flow into downstream piping with the potentialto haveagas
release andpossibleignition.

Cause: HumanFactors

Safeguards:
o gperators receive initial and refresher training on the written procedures for operating a pressure regulatorstation.
° Labeled valves and station schematic available at the station.
> Use of 3-way communication between Operatorand Gas Control before operating equipment.
o 2nd Operator onsite peerchecking operator who is operating equipment.
> Use of in-line monitor regulator that control pressure upon failure of the primary control regulator.
> Use of relief devices that vent excess gas pressureto the atmosphere.
> Use of automatic-shutoff devices, such as positive shut-off valves and fail close regulators to interrupt the supply of gas.
> Deployment of signaling devices that notify operating personnel of equipment failure or abnormal operating conditions (AOCs).
> Use upstream and downstream pressure gauges to verify proper operation before leaving a site.
o Use of telemetry and transducers that are monitored remotely with corresponding alarm set points.
> Lockvalvesina safe position and distribute keys to only qualified personnel.

Recommended Leading Key Performance Indicators (KPI):
> Number of Operators who are not current on training.

> Number of stations where asingle failure can result in over-pressurization.
° % of stations wherevalves are notlabeled or are improperly identified.
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Case Study #10

Hazard Scenario: Operatorincorrectlysets controlregulatorata pressureregulatingstationincorrectly causingtheregulatorto
potentially failopenandallows higher pressure gas to flow into downstream piping with the potential to have a gas release and possible
ignition.

Cause: HumanFactors

Safeguards:
° Qperators receive initial and refresher training on the written procedures for operating a pressure regulator station.
> Use of 3-way communication between Operator and Gas Control before operating equipment and Gas Control verifies station outlet
pressure as part of station adjustment.

o 2nd Operatoronsite peerchecking operator who is operatingequipment and local gauges are used.

> Use of in-line monitor regulator that control pressure uponfailure of the primary controlregulator.

o Use of relief devices that vent excess gas pressure to the atmosphere.

> Use of automatic-shutoff devices, such as positive shut-off valves and fail close regulators to interrupt the supply of gas.

> Deployment of signaling devices that notify operating personnel of equipment failure or abnormal operating conditions (AOCs).
> Use of telemetry and transducers that are monitored remotely with corresponding alarm set points.

> Physically tag regulators with set-point and position (worker/monitor).

Recommended LeadingKey Performance Indicators (KPI):
> Number of Operators who are not current on training.
> Number of stations where a single failure can result in over-pressurization.
> Number of events where failure to set correct pressure was due to instrument error.
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Case Study #11

Hazard Scenario: Operatorincorrectly opens bypassvalve ata pressure regulating station allowing higher pressure
gastoflowinto downstream piping with the potentialto have a gas release andpossible ignition.

Cause: Human Factors

Safeguards:

° QOperators receive initial and refresher training on the written procedures for operatinga pressure regulator
station.

° Bypassvalves are labeled and locked in a normally closed position.

> Use of 3-way communication between Operator and Gas Controlbefore operatingequipment and Gas Control
verifies station outlet pressure as part of station adjustment.

> 2nd Operator onsite peer checking operator who is operating equipment and local gauges are used.
> Use of relief devices that vent excess gas pressure to the atmosphere.

> Deployment of signaling devices that notify operating personnel of equipment failure or abnormal operating
conditions (AOCs).

> Use of telemetry and transducers that are monitored remotely with correspondingalarm set points.

Recommended Leading Key Performance Indicators (KPI):
° Number of Operators whoare not current on training.
° Number of stations where asingle failure can result in over-pressurization.
° Number of bypass valves that are not chained and locked closed.
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Case Study #12

Hazard Scenario: Operatorinadvertentlydoesnotfollow all stepsinthe SOP correctlyallowinghigher pressure gasto flowinto
downstream piping withthe potential to have a gas release and possible ignition.

Cause: HumanFactors

Safeguards:
> Qperators receive initial and refresher training on the written procedures for operating a pressure regulator station.

> Written SOPs are prepared forjobs that interrupt the flow of gas and are reviewed by subject matter experts prior to performing
the SOP.

> Use of 3-way communication between Operator and Gas Control before executing steps of the SOP and Gas Controlverifies
station outlet pressure as part of station adjustment.

o 2nd Operator onsite peer checking operator who is operating equipment and local gauges are used.

> Use of in-line monitor regulator that control pressure upon failure of the primary controlregulator.

> Use of relief devices that vent excess gas pressureto the atmosphere.

> Use of automatic-shutoff devices, such as positive shut-off valves and fail close regulators to interrupt the supply of gas.

> Deployment of signaling devices that notify operating personnel of equipment failure or abnormal operating conditions (AOCs).
o Use of telemetry and transducers that are monitoredremotely with corresponding alarm set points.

RecommendedLeading KeyPerformance Indicators (KPI):
> Number of Operators who are not current on training.

> Number of stations where asingle failure can result in over-pressurization.
> Number of critical SOPs that have not been reviewedas per company procedure/policy.
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