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aiding research and planning for malicious actors, publicly available operations

who may harm pipeline infrastructure and
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information to plan and facilitate
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communities they serve, balancing public pipeline infrastructure. Some
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As evidenced by various security regulations intended to suspend oil flow.
governing the treatment of sensitive information
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and the federal government’s protectiveness of
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https://www.tsa.gov/sd-and-ea
https://www.npms.phmsa.dot.gov/
https://www.npms.phmsa.dot.gov/
https://storage.courtlistener.com/recap/gov.uscourts.txwd.1160788/gov.uscourts.txwd.1160788.1.0.pdf
https://storage.courtlistener.com/recap/gov.uscourts.txwd.1160788/gov.uscourts.txwd.1160788.1.0.pdf
https://nymag.com/intelligencer/article/climate-change-activists-protests-art-antiheroes.html
https://web.archive.org/web/20240327111236/https:/howtoblowupapipeline.film/take-action
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The Transportation Security Administration (TSA)

The TSA Pipeline Security Directives (SDs) have governed pipeline cybersecurity risk for
designated critical pipeline systems since 2021. The promulgation of the SDs and additional
security guidance recognizes the national security interest in safeguarding operational

information as well as the reality of threats targeting critical infrastructure. Laws and
regulations that would publicize sensitive operational information could directly conflict with
federal requirements to secure the nation’s critical pipeline systems and jeopardize the
wellbeing and energy security of the nation.

The Pipeline and Hazardous Materials Safety Administration (PHMSA)

The Pipeline Safety Improvement Act of 2002 mandates participation by gas transmission and
hazardous liquid pipeline owner/operators in the National Pipeline Mapping System (NPMS).
While the NPMS collects, stores, and makes available detailed pipeline information to those
with a demonstrated “Need To Know,” PHMSA and lawmakers recognize the peril of
indiscriminately publishing sensitive data. To address this, potential abuses are mitigated by
preventing users from zooming closer than 1:24,000 scale, gathering more spatially accurate
information than +/-500 feet, viewing more than one county at a time, or accessing
information on sensitive pipeline attributes. The publication of more detailed pipeline
information would undermine the purpose of these limitations and national security.

Accountability

Even with safeguards, the aggregation of sensitive operations information by government
entities creates an enticing target for malicious cyber actors. To help protect sensitive
operationalinformation, natural gas utilities should engage with state and local government
officials to highlight the risks of disclosure and work to ensure appropriate safeguards are
in place to help mitigate risks to pipeline infrastructure.

NOTICE

In issuing and making this publication available, AGA is not undertaking to render professional orotherservices fororon behalfofanyperson orentity. Nor isAGA
undertaking to perform any duty owed by any person or entity to someone else. Anyone using this document should rely onhis orherownindependent judgmentor,
as appropriate, seekthe adviceofa competent professional in determining the exercise of reasonable care in any given circumstances. AGAmakes no warranties,
express or implied, nor representations about the accuracy of the information in the publication or its appropriateness for any given purpose or situation. This
publicationshallnotbe construedasincludingadvice,guidance, or recommendations to take, or notto take, any actions or decisions regarding any matter, including,
withoutlimitation, relating toinvestmentsorthe purchaseorsaleofanysecurities, sharesor otherassetsofanykind.Shouldyou take any such action ordecision;youdo
soatyourown risk. Information on the topics covered by this publication may be available from other sources, which the user may wish to consult for additional views
or information not covered by thispublication.
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https://www.tsa.gov/sites/default/files/pipeline_security_guidelines.pdf

